How to Validate a
Digitally Signed PDF
Document

For Adobe Reader versions 6
through 9

[a

accountis

a division of Fundtech



How to Validate a Digitally Signed PDF Document

(D To T = ST T g = LU ] =2 ORI 3
Why is a Digital Signature IMPOITANT? ... et e et e e e e e e e st e et e e e e e e antbeeeeaaeesaannnsneeaaaean 3
Validating the QuoVadis Digital Signature on @ PDF dOCUMENL............ciiiiiiiiiiiiiiie et ee e e s e e e seineree e e e 4
F N (o] o=l (=T Vo (=T g T TP P TP T T T TP P T U R UPP TR 4
P e (o oIl =T To (=] o O PP P PR PUPR PP 5
P e [o oLl = T=To (=] gt F O PSP P PR PUPR PR 6
F N (o] o=l (=T Vo (=T gt N TP P T T T T TP T RO P PO U R UPP TR 7
Validating the Izenpe Digital Signature 0n @ PDF dOCUMENT..........ccuiiiiiie et a e e e e e e e e s setaereeaeaeaan 8
P e (o o Tl = T=To (=] g T O PSP P PR PUPRT PP 8
P e (o oIl =T To (=] o O PP P PR PUPR PP 9
ATODE REAAET 8.0 ...ttt bt bt e bt e bRt b et h bt b et 10
ATODE REAAET 9.0 ...ttt ettt h e bt et et e bt Rt b e bt bRt et 11
KINMOWIN ISSUES....... et e e e e e oo e e e et e e e e e e e et e e e e e e e e e s an e e e e e e e e e s aanmeneeeeeeseannnnneeas 12
FaXe (o oISl =T To (=] o ST O PP PP RSP 13
FaXe o] o=l o (=T Vo (=T A T TP PP O PO PP PP RO T P PURPTR 14
ATODE REAAET 8.0 ...ttt bt bt e bt e bRt b et h bt b et 15
FaXe (o] oISl == To (=] g T O PSP PPPR 16
Validating the D-Trust 0N @ PDF QOCUMENT...........uiiiiiei ittt e e e e e et e e e e e e s e ntbeeeeeaeeseannnnneeeaaean 17

V2.0 — June 2010

© Accountis Europe Ltd www.accountis.com sales@accountis.com



How to Validate a Digitally Signed PDF Document

Digital Signatures

Why is a Digital Signature important?

Digital Signatures are the most secure and reliable way of protecting and authenticating invoices sent
electronically over the Internet. The Digital Signature on an electronic document serves two main purposes.
Firstly, it verifies the identity of the document’s originator and secondly it proves that the document has not been
tampered with since it was Digitally Signed. An e-invoice that is Digitally Signed using the Accountis system is
compliant with the EU VAT Directive (2001/115/EC) ensuring no issues for companies sending and receiving
invoices across the European Union.
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Validating the QuoVadis Digital Signature on a PDF document

In order to validate the Digital Signature on a PDF e-invoice sent using the Accountis system, you will need to
enable your PDF viewing software to trust the QuoVadis Root Certificate Authority. Below are instructions on how
to do this using Adobe Reader versions 6 through to 9. You will only need to do this once to allow you to validate
all future e-invoices sent to you by the Accountis system.

You should follow the steps below while viewing this document in Adobe Reader and not the e-invoice you have
received.

Adobe Reader 6.0

Please Note: These instructions only work in some earlier versions of Adobe Reader 6.0. We recommend that
you update your Adobe Reader to the latest version available.

If you are viewing this document in Adobe Reader 6.0 then you can follow the steps below to trust the
QuoVadis Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 6 below while viewing this document and not the e-invoice you have received.

1. Download the QuoVadis Root Certificate for your reigion:
e  Switzerland:
http://www.quovadisglobal.co.uk/Repository/~/media/Files/Roots/quovadis_tsag_der.ashx
e  European Union:
http://www.quovadisglobal.bom/en-GB/Repository/~/media/Files/Roots/quovadis_euqualified_der.ashx
2. Click on Document in the menu bar, select Manage Digital Ids, and then Trusted Identities
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3. Click on Add contacts, browse to the certificate downloaded in step 1 and then click Add to Contacts List.
4. Highlight the certificate displayed in the Contacts pane and click Set Contact Trust.

5. Tick the Trust signatures created with this certificate option, then click OK.

6. Click OK on all the subsequent confirmation boxes and then finally click close on the Manage Trusted

Identities window.

Don’t worry if you still see a message at this point saying that the signature is invalid.
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Adobe Reader 6.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing you e-invoice and clicking on the Signatures tab on the left — this will show details
of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature is valid.

Adobe Reader 7.0

If you are viewing this document in Adobe Reader 7.0 then you can follow the steps below to trust the QuoVadis
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 7 below while viewing this document and not the e-invoice you have received.

1. Download the QuoVadis Root Certificate for your reigion:
e  Switzerland:
http://www.quovadisglobal.co.uk/Repository/~/media/Files/Roots/quovadis_tsag_der.ashx
e European Union:
http://www.quovadisglobal.bm/en-GB/Repository/~/media/Files/Roots/quovadis_euqualified_der.ashx
2. Click on Document in the menu bar, and select Trusted Identities.
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3. Click on Add contacts and then browse to the certificate downloaded in step 1.

4. Highlight the certificate displayed in the Certificates pane and click Trust.

5. Tick the Signatures and as a trusted root option, then click OK.
6

7

Click on Import and click OK to confirm.
Click Close on the Manage Trusted Identities window.

Don’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 7.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show

details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.
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Adobe Reader 8.0

If you are viewing this document in Adobe Reader 8.0 then you can follow the steps below to trust the QuoVadis
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 7 below while viewing this document and not the e-invoice you have received.

1. Download the QuoVadis Root Certificate for your reigion:
e  Switzerland:
http://www.quovadisglobal.co.uk/Repository/~/media/Files/Roots/quovadis_tsag_der.ashx
e European Union:
http://www.quovadisglobal.bm/en-GB/Repository/~/media/Files/Roots/quovadis_euqualified_der.ashx
2. Click on Document in the menu bar, select Manage Trusted ldentities.
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Click on Add contacts and then browse to the certificate downloaded in step 1.
Highlight the certificate displayed in the Certificates pane and click Trust.

Tick the Signatures and as a trusted root option, then click OK.

Click on Import and click OK to confirm.

Click Close on the Manage Trusted Identities window.

S

Don’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 8.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show

details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.
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Adobe Reader 9.0

If you are viewing this document in Adobe Reader 9.0 then you can follow the steps below to trust the QuoVadis
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 7 below while viewing this document and not the e-invoice you have received.

1. Download the QuoVadis Root Certificate for your reigion:
e  Switzerland:
http://www.quovadisglobal.co.uk/Repository/~/media/Files/Roots/quovadis_tsag_der.ashx
e European Union:
http://www.quovadisglobal.bom/en-GB/Repository/~/media/Files/Roots/quovadis_euqualified_der.ashx
2. Click on Document in the menu bar, and select Manage Trusted Identities.
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Click on Add contacts and then browse to the certificate downloaded in step 1.
Highlight the certificate displayed in the Certificates pane and click Trust.

Tick the Use this certificate as a trusted root option, then click OK.

Click on Import and click OK to confirm.

Click Close on the Manage Trusted Identities window.

No ok~

Don’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 9.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show

details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.
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Validating the Izenpe Digital Signature on a PDF document

In order to validate the Digital Signature on a PDF e-invoice sent using the Accountis system, you will need to
enable your PDF viewing software to trust the Izenpe Root Certificate Authority. Below are instructions on how to
do this using Adobe Reader versions 6 through to 9. You will only need to do this once to allow you to validate all
future e-invoices sent to you by the Accountis system.

You should follow the steps below while viewing this document in Adobe Reader and not the e-invoice you have
received.

Adobe Reader 6.0

Please Note: These instructions only work in some earlier versions of Adobe Reader 6.0. We recommend that
you update your Adobe Reader to the latest version available.

If you are viewing this document in Adobe Reader 6.0 then you can follow the steps below to trust the
Izenpe Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 6 below while viewing this document and not the e-invoice you have received.

1. For documents processed before 4 April 2012, download the Izenpe Root Certificate from
https://servicios.izenpe.com/certificados/CAreconocidos_PEM.cer

For documents processed after 4 April 2012, Download the Izenpe Root Certificate from
https://servicios.izenpe.com/jsp/descarga_ca/descarga.htm and select root certificate name

"Herritar eta Erakundeen CA - CA de Ciudadanos y Entidades (4)"

2. Click on Document in the menu bar, select Manage Digital Ids, and then Trusted Identities
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3. Click on Add contacts, browse to the certificate downloaded in step 1 and then click Add to Contacts
List.

4. Highlight the certificate displayed in the Contacts pane and click Set Contact Trust.

5. Tick the Trust signatures created with this certificate option, then click OK.
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6. Click OK on all the subsequent confirmation boxes and then finally click close on the Manage Trusted
Identities window.

Don’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 6.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing you e-invoice and clicking on the Signatures tab on the left — this will show details
of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature is valid.

Adobe Reader 7.0

If you are viewing this document in Adobe Reader 7.0 then you can follow the steps below to trust the 1zenpe
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 7 below while viewing this document and not the e-invoice you have received.

1. For documents processed before 4 April 2012, download the Izenpe Root Certificate from
https://servicios.izenpe.com/certificados/CAreconocidos_PEM.cer

For documents processed after 4 April 2012, Download the Izenpe Root Certificate from
https://servicios.izenpe.com/jsp/descarga_ca/descarga.htm and select root certificate name "Herritar eta
Erakundeen CA - CA de Ciudadanos y Entidades (4)"

2. Click on Document in the menu bar, and select Trusted Identities.
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3. Click on Add contacts and then browse to the certificate downloaded in step 1.
4. Highlight the certificate displayed in the Certificates pane and click Trust.
5. Tick the Signatures and as a trusted root option, then click OK.
6. Click on Import and click OK to confirm.
7. Click Close on the Manage Trusted ldentities window.
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Don’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 7.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show
details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.

Adobe Reader 8.0

If you are viewing this document in Adobe Reader 8.0 then you can follow the steps below to trust the 1zenpe
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 7 below while viewing this document and not the e-invoice you have received.

1. For documents processed before 4 April 2012, download the Izenpe Root Certificate from
https://servicios.izenpe.com/certificados/CAreconocidos_PEM.cer

For documents processed after 4 April 2012, Download the Izenpe Root Certificate from
https://servicios.izenpe.com/jsp/descarga_ca/descarga.htm and select root certificate name "Herritar eta
Erakundeen CA - CA de Ciudadanos y Entidades (4)"

2. Click on Document in the menu bar, select Manage Trusted ldentities.
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Click on Add contacts and then browse to the certificate downloaded in step 1.
Highlight the certificate displayed in the Certificates pane and click Trust.

Tick the Signatures and as a trusted root option, then click OK.

Click on Import and click OK to confirm.

Click Close on the Manage Trusted Identities window.

3.
4,
5.
6.
7.

Don’t worry if you still see a message at this point saying that the signature is invalid.

© Accountis Europe Ltd www.accountis.com sales@accountis.com


https://servicios.izenpe.com/certificados/CAreconocidos_PEM.cer
https://servicios.izenpe.com/jsp/descarga_ca/descarga.htm

How to Validate a Digitally Signed PDF Document

Adobe Reader 8.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show
details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.

Adobe Reader 9.0

If you are viewing this document in Adobe Reader 9.0 then you can follow the steps below to trust the I1zenpe
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 7 below while viewing this document and not the e-invoice you have received.

1. For documents processed before 4 April 2012, download the Izenpe Root Certificate from
https://servicios.izenpe.com/certificados/CAreconocidos_PEM.cer

For documents processed after 4 April 2012, Download the Izenpe Root Certificate from
https://servicios.izenpe.com/jsp/descarga_ca/descarga.htm and select root certificate name "Herritar eta
Erakundeen CA - CA de Ciudadanos y Entidades (4)"

2. Click on Document in the menu bar, and select Manage Trusted Identities.
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3. Click on Add contacts and then browse to the certificate downloaded in step 1.
4. Highlight the certificate displayed in the Certificates pane and click Trust.

5. Tick the Use this certificate as a trusted root option, then click OK.

6. Click on Import and click OK to confirm.

7. Click Close on the Manage Trusted ldentities window.

Don'’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 9.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.
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You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show
details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.

Known Issues

There is a known issue when validating PDF signatures using Adobe Reader 7.0 where it appears that the
signature could not be validated. On closer examination it will reveal that the signature was validated, however
the revocation checking could not be complete. This does not indicate an issue with the signature.
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Validating the Accountis Digital Signature on a PDF document

In order to validate the Digital Signature on a PDF e-invoice sent using the Accountis system, you will need to
enable your PDF viewing software to trust the Accountis Root Certificate Authority. Below are instructions on how
to do this using Adobe Reader versions 6 through to 9. You will only need to do this once to allow you to validate
all future e-invoices sent to you by the Accountis system.

You should follow the steps below while viewing this document in Adobe Reader and not the e-invoice you have

received.

Adobe Reader 6.0

Please Note: These instructions only work in some earlier versions of Adobe Reader 6.0. We recommend that
you update your Adobe Reader to the latest version available.

If you are viewing this document in Adobe Reader 6.0 then you can follow the steps below to trust the
Accountis Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 4 below while viewing this document and not the e-invoice you have received.

1. Click on the Signatures tab on the left side of this document.
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2. Right-click on Accountis Root CA, Signed by Accountis Root CA... and then left-click Properties...
3. Click on Trust Identity... and then click OK to confirm the action.
4. Click Import and then click OK to confirm that you want to trust the Accountis Root CA.

Don’t worry if you still see a message at this point saying that the signature is invalid.
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Adobe Reader 6.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing you e-invoice and clicking on the Signatures tab on the left — this will show details
of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature is valid.

Adobe Reader 7.0

If you are viewing this document in Adobe Reader 7.0 then you can follow the steps below to trust the Accountis
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 6 below while viewing this document and not the e-invoice you have received.

1. Click on the Signatures tab on the left side of this document.
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2. Right-click on Signed by Accountis Root CA and left-click Properties...

3. Click on Show Certificate... (Sometimes you must click Verify Signature on this screen before you can
click on Show Certificate...)

4. Click on the Trust tab.

Click on Add to Trusted Identities... and click OK to confirm.

6. Click OK to confirm that you want to trust the Accountis Root CA.

o

Don’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 7.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

© Accountis Europe Ltd www.accountis.com sales@accountis.com



How to Validate a Digitally Signed PDF Document

You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show
details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.

Adobe Reader 8.0

If you are viewing this document in Adobe Reader 8.0 then you can follow the steps below to trust the Accountis
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 6 below while viewing this document and not the e-invoice you have received.

1. Click on the Signatures tab on the left side of this document.

B YalidateCA.pdf - Adobe Reader =|®] x|
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2. Right-click on Signed by Accountis Root CA and left-click Show Signature Properties...

3. Click on Show Certificate... (Sometimes you must click Verify Signature on this screen before you can
click on Show Certificate...)

4. Click on the Trust tab.

Click on Add to Trusted Identities... and click OK to confirm.

6. Click OK to confirm that you want to trust the Accountis Root CA.

o

Don’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 8.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show
details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.
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Adobe Reader 9.0

If you are viewing this document in Adobe Reader 9.0 then you can follow the steps below to trust the Accountis
Root Certificate Authority and verify the Digital Signature on your e-invoice.

You should follow the steps 1 to 6 below while viewing this document and not the e-invoice you have received.

1. Click on the Signatures tab on the left side of this document.
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2. Right-click on Signed by Accountis Root CA and left-click Show Signature Properties...

3. Click on Show Certificate... (Sometimes you must click Verify Signature on this screen before you can
click on Show Certificate...)

4. Click on the Trust tab.

Click on Add to Trusted Identities... and click OK to confirm.

6. Click OK to confirm that you want to trust the Accountis Root CA.

o

Don’t worry if you still see a message at this point saying that the signature is invalid.

Adobe Reader 9.0 will now trust documents received through the Accountis system. When you view your e-
invoice the Digital Signature will now be validated automatically.

You can check this by viewing your e-invoice and clicking on the Signatures tab on the left — this will show
details of when the document was Digitally Signed and by whom, as well as confirming that the Digital signature
is valid.
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Validating the D-Trust on a PDF document

In order to validate the Digital Signature on a PDF e-invoice sent using the Accountis system, you will need to
use the D-Trust digiSeal reader. Below are instructions on how to do this.

Download the reader from http://www.secrypt.de/downloads/setup_digiSeal_reader.exe
Install the reader following all onscreen instructions.

Open the digiSeal reader and select File... and then Open and Verify.

Browse to the PDF document you wish to validate and click Open.

PR

The reader will now validate the certificate on the PDF and return a confirmation.
rc Document Signature(s) - @1

Verffication result

Signature successfully verified.
& - File is not modified.
- File has qualified signature.

Signed file: HAMOD405545 Revision 01.pdf
Date of verfication:  2010-08-18, 11:15:18 GMT

Verfication Report: “\Program Files“digiSeal reader'werfication \HAMOA05543 pdf 20100

Signature information

Signer Time of signing GMT
D-TRUST 5D5 166:PN 2010-07-16, 03:19:26

Cedificate details

Certificate restrictions

Die vorliegende qualifiziete Signatur ist auf den Einsatz fur die elektronische Ubemittiung
von Rechnungen oder Gutschriften gemal EU Direktive 2001./115/EC beschrankt. The
qualified signature at hand is restricted to the use forthe electronic transmission of
invoices or credits according to ELl Council Directive 2001/115/EC.

[C]"D-TRUST SDS 166:PN" signature details

OK
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